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Level of General Interest in Cloud 
Computing
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Some Important Characteristics in 
Building Cloud Computing Architectures



Start with Basic General Design Goals
For Any System

ÅRapid efficient delivery of IT services

ÅReliable, secure, and fault-tolerant

ÅData and process aware services 

ÅSecure dropped-session recovery

ÅMore efficient delivery to remote users

ÅSystem is cost-effective to operate and maintain
ÅOn-demand or batch processing capabilities

ÅRemoval of conflicts among supported software applications
ïIncompatible versions

ïInconsistent upgrade patterns among different locations

ïUser issues with obtaining and using the software



Add Basic General Design Goals
For A Cloud Computing System

ÅAbility for users to request specific HW platforms to 
build, save, modify, run virtual computing 
environments and applications that are: 
ïReusable

ïSustainable

ïScalable

ïCustomizable

ÅTimely inclusion of new software images

ÅRoot privileges (as required/authorized)

ÅTime and place independent access 

ÅFull functionality via consumer devices and platforms



A List of Some Important Characteristics
For a Cloud Computing System

ÅAn operational paradigm allowing the users to seamlessly and 
securely provision and/or combine
ïComputer hardware
ïOperating systems
ïApplication software
ïStorage
ïRich set of customizable services

ÅAs a system that is scalable up, down, in, and out
ïWith resources accessible over a network
ïBased on a service-oriented architecture

ÅWith users controlling the optionsto purchase, lease or reserve 
each equipment and servicecapability on a mix-n-match 
component or unit basis



A List of Some Important Characteristics
For a Cloud Computing System

ÅAn operational paradigm allowing the usersto seamlessly 
and securely provision and/or combine
ïComputer hardware
ïOperating systems
ïApplication software
ïStorage
ïRich set of customizable services

ÅAs a system that is scalable up, down, in, and out
ïWith resources accessible over a network
ïBased on a service-oriented architecture

ÅWith users controlling the options to purchase, lease or 
reserve each equipment and servicecapability on amix-n-
match component or unit basis



Some Definitions -- Cloud Types
ÅPublic Cloudis a system where hardware, software and/or 

application services are accessible to the general public
over the Internet with access usually purchased on some 
type of a pay-as-you-goper component usage basis

ÅPrivate Cloudis a system where computational hardware, 
software, and/or applications and  software services are 
only accessible internally within an organizationor 
educational institution 

ÅHybrid Cloud is a private cloud that scales up service 
availability by externally provisioning resources from a 
public cloud when there are rapid workload fluctuations or 
hardware failures.



Cloud Computing Images -
A Key Concept

ÅThe combination of the operating system, applications 
and customizable software forms an άƛƳŀƎŜέ

Å!ƴ άƛƳŀƎŜέ is a tangible abstraction of a software 
stack

ÅIngredients needed to create an image 

ïAny base-line operating system 

ïIf virtualization is needed for scalability, a hypervisor layer

ïAny desired middleware or application that runs on that 
operating system

ïAny end-user access solution that is applicable



Some Metadata Describing an Image
ïIdentifier

ïLocation

ïName

ïOwner

ïMemory footprint

ïSpeed of access information

ïLicensing information

ïHardware requirements

ïLoading time

ïAccess permissions



Some Image Properties

ÅImages can be associated into logical image 
groups

ïMapped onto a particular logical resource 
όάƘŀǊŘǿŀǊŜέύ ƎǊƻǳǇǎ 

ïMapped onto individual computers 

ÅAssociation of the meta-data with an image is 
made primarily via a data-base



Types of Images 
ÅSimple Virtual or Bare Metal Images
ïSimple Virtual Image:  image loaded into an operating 

system/application virtual environment of choice
ïBare-metal image:  operating system and application 

stack loaded straight onto the hardware without any 
other software layer between the image and that target 
hardware.

ÅComposite Images
ïComposite images are aggregates of two or more 

images that are loaded synchronously (called 
environments)
ï/ƻƳǇƻǎƛǘŜ ƛƳŀƎŜǎ Ŏŀƴ ŎƻƴǎǘǊǳŎǘ άǾƛǊǘǳŀƭ ŎƭƻǳŘǎέ ŀƴŘ 

cloud services



Traditional Versus Cloud Computing
Some Comparisons of Technical Characteristics

Traditional

ÅControl of resource use managed 
by the site

ÅSite-specific environment

ÅSite defines modes of access

ÅSite-driven prioritization

ÅEase of deployment for provider, 
constraints on user

ÅSite controls the technology

Cloud

ÅControl of resource use managed 
by the user

ÅUser defines site environment 

ÅUser defines modes of access

ÅExplicit user choices for service 
level options & prioritization

ÅMore difficult deployment for 
provider, ease of use for user

ÅUsers control the technology



Clouds Grouped by Services 
ÅHardware as a Service (HaaS)ςOn demand access to a specific 

equipment configuration possibly at a particular site
Å Infrastructure as a service (IaaS)ςOn demand access to user 

specified hardware capabilities, performance and services which 
may run on a variety on hardware products

ÅPlatform as a Service (PaaS) - On-demand access to user 
specified combination of hypervisors, operating systems and 
middleware that enables applications and services

ÅApplication as a Service (AaaS) - On-demand access to user 
specified application(s)

ÅSoftware as a Service (SaaS) - may encompass anything from 
PaaSthrough AaaS

ÅCloud as a Service ςOn demand ability to construct a local cloud 
within an overall cloud service

ÅSecurity as a ServiceςOn-demand use of cloud configuration for 
security of applications and systems



Cloud Services and 
Cloud Architectures

ÅCloud architecture abstracts resources at 
several levels
ïApplication and operating system level via images 

and hypervisors

ïHardware location level via compute manager and 
compute nodes

ïNetwork level (via virtual networks, VLANs, VPNs)

ÅEach cloud service type needs an architecture 
that will optimize that type of service delivery



IaaS PaaS

SaaS



Managing server handles 
ωUser requests
ωResource scheduling
ωAuthorization
ωSecurity
ωMulti -site coordination
ωPerformance monitoring
ωVirtual network mgt
ωSoftware licensing etc.,

Database 
Web software   
Apache
Provisioning engine
Custom CC codes

Utilities

Infrastructure as a Service (IaaS)
Hardware as a Service (HaaS) 



X-Win

RDP

Client apps

Workflow

Operating System 
(Win, Linux)

Virtual layer 
VMWare KVM       
Xen

Applications

Operating System 
(Win, Linux)

Applications

IaaS/HaaS Logical 
Architecture

Image Repository

Database 
Web software   
Apache
Provisioning engine
Custom CC codes

Utilities



Scheduler finds a server with the requested 
application or has management node load 
requested application on a server

Image Repositories

Management nodes

Operating system
Image repositories 
Computation
Storage
Networking 






