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Level of General Interest in Cloud
Computing
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Some Important Characteristics in
Building Cloud Computing Architectures



Start with Basic General Design Goals
For Any System

A Rapid efficient delivery dff services

A Reliable, secure, and fattilerant

A Data and process aware services

A Secure droppedession recovery

A More efficient delivery to remote users

A System is costffective to operate and maintain
A Ondemand or batch processing capabilities

A Removabf conflicts among supported software applications
I Incompatible versions

I Inconsistent upgrade patterns among differdatations
I Userissues with obtaining and using tkeftware



Add Basic General Design Goals
For A Cloud Computing System

A Ability for users to request specific HW platforms to
build, save, modify, run virtual computing
environments and applications that are:

I Reusable

I Sustainable
I Scalable

I Customizable

A Timely inclusion of new software images

A Root privilegegas required/authorized)

A Time and place independent access

A Full functionality via consumer devices and platforms



A List of Some Important Characteristics
For a Cloud Computing System

A An operational paradigrallowing the users to seamlessipd
securely provision and/or combine

Computer hardware

I
I Operating systems
:

|
|

Applicationsoftware

I Storage
I Rich set of customizabs®=rvices

A As a system that is scalable up, down, in, and out

With resources accessibbsrer anetwork
Basedon a servicariented architecture

A With users controlling th@ptionsto purchase, lease or resen
each equipment and serviagapability on a mba-match
component or unit basis



A List of Some Important Characteristics
For a Cloud Computing System

ra usersto seamlessly
and securely provision and/or combine

scalable up, down, in, and out

users controlling theoptions

mix-n-

match component or unit basis




Some Definitions- Cloud Types

A Public Clouds a system where hardware, software and/or
application services are accessible to tfweral public
over the Internet with access usually purchased on some
type of apay-asyou-goper component usage basis

A Private Clouds a system where computational hardware,
software, and/or applications and software services are
only accessible internally within an organization
educational institution

A Hybrid Clouds a private cloud that scales up service
availability by externally provisioning resources from a
public cloud when there are rapid workload fluctuations or
hardware failures.




Cloud Computing Images
A Key Concept

A The combination of the operating system, applicati
and customizable software forms @A Y I 3 S ¢

Al VA Yil Ba fangible abstraction of a software
stack

A Ingredients needed to create an image
I Any basdine operating system
I If virtualization is needed for scalability, a hypervisor lay

I Any desired middleware or application that runs on that
operating system
I Any enduser access solution that is applicable



Some Metadata Describing an Imag

I ldentifier

I Location

I Name

I Owner

I Memory footprint
I Speed of access information
I Licensing information

I Hardware requirements

I Loading time

I Access permissions




Some Image Properties

A Images can be associated into logical image
groups
I Mapped onto a partiqular logical resource
OGKIFNRGgI NS5€ 0 3INRdzLJ
I Mapped onto individual computers
A Association of the metdata with an image is
made primarily via a dathase



Types of Images

A Simple Virtual or Bare Metal Images

I Simple Virtual Image: image loaded into an operating
system/application virtual environment of choice

I Baremetal image: operating system and application
stack loaded straight onto the hardware without any
other software layer between the image and that targe
hardware.

A Composite Images

I Composite images are aggregates of two or more
Images that are loaded synchronously (called
environments)
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Traditional Versu€loudComputing
Some Comparisons of Technical Characteris

Traditional Cloud
A Control of resource use manag8dControl of resource use manage
by the site by the user
A Sitespecificenvironment A User defines sitenvironment
A Site defines modes of access A User defines modes of access
A Sitedrivenprioritization A Explicit user choices for service

level options & prioritization

A Ease of deployment for provideh More difficult deployment for
constraints oruser provider, ease of use farser

A Site controls the technology A Users control the technology



Clouds Grouped by Services

A Hardware as a ServicélaaS ¢ On demand access to a specific
equipmentconfiguration possibly at a particular site

A Infrastructure as a servicdda ¢ On demand access to user
specified hardware capabilities, performance and services whic
may run on a variety on hardwapgoducts

A Platform as a ServicdPbaS- On-demand access to user

specified combination of hypervisors, operating systems and
middleware that enables applications and services

A Application as a ServiceA@aS - Ondemand access to user
specitied application(s)

A Software as a Servic&aa%- may encompass anything from
Paa3hroughAaaS

A Cloud as a ServieeOn demand ability to construct a local cloud
within an overall cloud service

A Security as a ServieceOn-demand use of cloud configuration for
security of applications and systems




Cloud Services and
Cloud Architectures

A Cloud architecture abstracts resources at
several levels

I Application and operating system level via images
and hypervisors

I Hardware location level via compute manager and
compute nodes

I Network level (via virtual networks, VLANSs, VPNS)

A Each cloud service type needs an architecture
that will optimize that type of service delivery
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Infrastructure as a Service (laaS)

Managing server handles

olJser requests Utilities

«Resource scheduling

wAuthorization Database
uSecurity Web software
oMulti -site coordination Apache
wPerformance monitoring Provisioning engine
w/irtual network mgt Custom CC codes

wSoftware licensing etc.,




r )

laaS/HaaS Logi XWin

RDP

Architecture

/ \ Workflow
| Applications | Fae

Client apps

T
L
Operating System = : Utilities
(Win, Linux)
T Database
Web software
Virtual layer Apache
Applications | | YMWare KVM Provisioning engine
A Xen _ Custom CC codes
[

Operating System { \\\ Jé W
(Win, Linux) ‘;- [][]

\ | Image Repository



Scheduler finds a server with the requested
application or has management node load
requested application on a server

Management nodes
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