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Purpose of Presentation

ÅTo define what we mean by a Framework 
for Cryptographic Key Management

ÅTo explain how the Framework might fit in 
with other NIST recommendations 
regarding key management

ÅTo present the main concepts and 
provisions of the draft

ÅTo solicit comments on the draft 
Framework
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Announcement

NIST Second Key Management Workshop

September 20 & 21

Gaithersburg, MD

http://csrc.nist.gov/groups/ST/key _mgmt/. 
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What is a Framework?

ÅA Framework specifies design requirements to 

be met by any Cryptographic Key Management 

System (CKMS) claiming compliance.

ÅA Framework is an organized list of components 

and CKMS design requirements.

ÅComponents may include: goals, policy, key 

types, key metadata, key lifecycle, key and 

metadata management functions, testing history, 

etc.
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Scope and Construction

ÅFramework scope is limited to the 

generation, distribution, storage, use, 

revocation, and destruction of cryptographic 

keys and bound metadata.

ÅFramework places ñshallòrequirements on 

CKMS design specification.

ÅIn this presentation we have changed the 

ñshallò requirements into questions for the 

CKM designer.
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Framework Advantages

ÅEncourages CKMS designers to consider the factors 
that make a comprehensive CKMS

ÅEncourages CKMS designers to consider factors that if 
properly addressed will improve security

ÅHelps define the CKMS design task by providing 
significant elements that require specification

ÅAssists in logically comparing CKMS and how they 
meet the specified requirements

ÅImproves security by specifying necessary 
considerations 

ÅForms the basis for a U.S. Government CKMS Profile
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Framework Limitations

ÅDoes not require specific techniques or 
CKMS design choices

ÅDoes not guarantee ñsecurityò

ÅDoes not mandate protections for U.S. 
Government sensitive information

ÅAny CKMS if properly specified should be 
able to comply with the Framework, but 
not all CKMS will comply with the U.S. 
Government CKMS Profile
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Major Components

1. CKMS Goals

2. CKMS Security Policy

3. Roles and Responsibilities

4. Cryptographic Keys and Metadata

5. Interoperability and Transition Requirements

6. Security Controls

7. Testing and System Assurances

8. Disaster Recovery

9. Security Assessment

10. Other Considerations
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1. CKMS Goals

ÅWhat are the required high level functions of the 
CKMS?

ÅHow are cryptographic functions performed by 
humans designed for ease of use?

ÅHow is human error detected and corrected?

ÅWhat are the required performance 
characteristics of the CKMS?

ÅHow can the CKMS be scaled to exceed the 
peak performance characteristics if necessary?

ÅHow are keys revoked and why was this method 
selected?
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Goals (2)

ÅCOTS Products

ïWhat COTS products are used in the CKMS 

design?

ïWhat security functions are performed by 

COTS products?

ïHow were the COTS products configured and 

augmented to meet the goals of the CKMS?



13

2. CKMS Security Policy

ÅHow does the CKMS enforce the CKMS security 
policy?

ÅWhat security mechanisms are required to provide the 
protections of the security policy?

ÅUnder what conditions may a key and its bound 
metadata be shared by two or more entities?

ÅAre the automated portions of the CKMS security 
policy expressed in tabular format or using a formal 
language such that the CKMS can interpret and 
enforce it?

ÅWhat administrators are notified when the CKMS 
Security Policy is modified?  How are they notified?
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3. Roles and Responsibilities

ÅSystem Authority, System Administrator, System 

Designer, Cryptographic Officer, Key Owner, 

System User, Audit Administrator, Registration 

Agent, Key Recovery Agent, etc.

ÅWhich roles does the CKMS support?

ÅWhich roles require separation (e.g., System 

Administrator and Audit Administrator)?

ÅWhat are the responsibilities of each role? 
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Roles and Responsibilities (2)

ÅHow are the individuals performing each role 

authenticated by the CKMS?

ÅHow is multi-person control used for critical 

system functions?

ÅHow is individual accountability enforced?

ÅHow is the performance of the roles audited?

ÅWhat automated provisions identify security 

violations by insiders or outsiders?
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4. Cryptographic Keys and Metadata

1. Private Signature Key

2. Public Signature Key

3. Symmetric Authentication 
Key

4. Private Authentication Key

5. Public Authentication Key

6. Symmetric Data Enc/Dec 
Key

7. Symmetric Key Wrapping 
Key

8. Symmetric RNG Key

9. Asymmetric RNG Key

10. Symmetric Master Key

11. Private Key Transport Key

12. Public Key Transport Key

13. Symmetric Key Agreement 
Key

14. Private Static Key Agreement 
Key

15. Public Static Key Agreement 
Key

16. Private Ephemeral Key 
Agreement Key

17. Public Ephemeral Key 
Agreement Key

18. Symmetric Authorization Key

19. Private Authorization Key

20. Public Authorization Key

Key Types
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Cryptographic Keys and Metadata (2)

1. Key Type

2. Key Label

3. Key Identifier

4. Key Life Cycle State

5. Key Format Specifier

6. Product used to Create Key

7. Crypto Algorithm using key

8. Schemes or Modes of 

Operation

9. Parameters for the Key

10. Length of the Key

11. Strength of the Key

12. Applications for Key

13. Security Policies for Key

14. Key Owner

15. Key Access Control List

16. Key Counter/Version Number

17. Parent Key

18. Key Protections

19. Metadata Protection

20. Metadata Binding Protection

21. Date-Times

22. Revocation Reason

Key Metadata
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Cryptographic Keys and Metadata (3)

ÅWhich key types does the CKMS employ?

ÅWhich metadata elements are used with each 
CKMS key type?

ÅHow are the syntax and semantics of key types 
and metadata specified (tables or formal syntax 
specification)? 

ÅWhat protections are applied to keys and 
metadata (e.g., confidentiality, integrity, source 
of integrity authentication)?  How are they 
bound?
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Cryptographic Keys and Metadata (5)

ÅWhat are the CKMS cryptographic key 
states and transitions?

ÅThe Framework lists 31 key and metadata 
management functions

ïGeneration

ïOwner Registration

ïActivation

ïDeactivation

ïEtc.
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Cryptographic Keys and Metadata (6)

ÅWhat RNGs are used to generate keys?

ÅHow are keys activated and deactivated?

ÅWhat information is provided upon revocation?

ÅUnder what circumstances may a key be 

suspended?

ÅHow and under what conditions can metadata 

be modified?

ÅEtc.
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Cryptographic Keys and Metadata (7)

ÅStorage
ïHow is authorization for submitting, retrieving and 

using keys and metadata in storage verified?

ïHow is the integrity and confidentiality of keys and 
metadata verified in storage

ÅTransport/Agreement
ïWhat key establishment methods are used?

ïHow are keys protected during transport?

ïHow are the identifiers of the parties to key 
establishment assured?

ïWhat key confirmation methods are used?
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Cryptographic Keys and Metadata (9)

ÅKey Management Function Controls

ïHow is access to key and metadata management 

functions controlled (i.e., describe the ACS)?

ïWhat rules are enforced by the ACS (e.g., key entry 

and output)?

ïWhen is multi-party control and key splitting used?

ïWhat are the cryptographic periods of the keys?

ïHow are key compromises handled and what other 

keys are affected?
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Cryptographic Keys and Metadata (10)

ÅCryptographic Modules
ïWhat cryptographic modules are used and what data 

protections are provided by them?

ïHow is access to the cryptographic module contents 
restricted?

ïWhat non-invasive attacks are mitigated by the 
module?

ïWhat third party testing and validation was 
performed?

ïWhat self-tests are performed?

ïHow does the module respond to detected errors?

ïWhat is the strategy for replacement of failed 
modules?
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Cryptographic Keys and Metadata (11)

ÅCompromise Recovery 

ïWhat are the envisioned compromise scenarios for 

the CKMS?

ïHow is the CKMS protected from unauthorized 

physical access?

ïWhat security controls are used to detect 

unauthorized changes to the CKMS?

ïWhat are the compromise recovery procedures?

ïWho is to be informed of a CKMS compromise?

ïWhat training is required for each CKMS role?
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5. Interoperability and Transition 

Requirements

ÅWhat are the CKMS interoperability 
requirements?

ÅWhat standards, protocols, interfaces, 
supporting services, and formats are 
required for interoperability with 
envisioned applications and other CKMS?

ÅWhat interfaces are required for easy 
replacement of internal components (e.g., 
cryptographic algorithms)?
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6. Security Controls

ÅWhat physical security is assumed?

ÅWhat redundancy (back-up) capabilities are 
envisioned?

ÅWhat operating system requirements does the 
CKMS require?

ÅWhat system monitoring is performed?

ÅWhat are the requirements for anti-virus and 
anti-spyware protection?

ÅWhat types of firewalls and firewall configuration 
are required? 
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7. Testing and System Assurances

ÅVendor Testing, Third Party Testing, 

Interoperability Testing, Self-testing, Scalability 

Testing, Functional Testing

ÅWhat types of testing were performed on the 

CKMS?

ÅWhat are the intended environmental conditions 

under which the CKMS can be used?

ÅWhat environmental tests were performed on the 

CKMS?
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8. Disaster Recovery

ÅFacility Damage, Utility Service Outage, 
Communication and Computation 
Outage, System Hardware/Software 
Failure, Cryptographic Module Failure, 
Corruption of Keys and Metadata

ÅWhat are the needed requirements?

ÅWhat backup or redundancy mechanisms 
and services exist for components and 
for keys and metadata?
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9. Security Assessment

ÅWhat assurance activities have been undertaken 
prior to CKMS deployment?

ÅWhat validation programs have been passed 
(provide certificate numbers)?

ÅWas an architecture review performed?

ÅWhat testing was performed (provide results)?

ÅWhat is the period for security reviews (what is 
to be done)?

ÅWhat types of changes require an incremental 
security assessment and full assessment?

ÅWhat is the scope of each?
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10. Other Considerations

ÅStandards, Ease of Use, National/International 
Regulations, Technology Challenges

ÅWhat standards are utilized by the CKMS and 
how is conformance tested?

ÅWhich commercial products have been utilized 
in the CKMS design and to which security 
standards do they comply?

ÅWhat are the user interfaces and what principles 
are they based upon?

ÅWhat ease of use tests have been performed?


