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Abstract

Recent advancesin large-capacity, low-cost storage de-
vices have led to active research in design of large-scale
storage systems built from commodity devices for super-
computing applications. Such storage systems, composed
of thousands of storage devices, are required to provide
high system bandwidth and petabyte-scale data storage. A
robust network interconnection is essential to achieve high
bandwidth, low latency, and reliable delivery during data
transfers. However, failures, such as temporary link out-
ages and node crashes, are inevitable. We discuss the im-
pact of potential failures on network interconnections in
very large-scale storage systems and analyze the trade-offs
among several storage network topologies by simulations.
Our results suggest that a good interconnect topology be
essential to fault-tolerance of a petabyte-scale storage sys-
tem.

1. Introduction

System architects are building ever-larger data storage
systems to keep up with the ever-increasing demands of
bandwidth and capacity for supercomputing applications.
While high parallelism is attractive in boosting system per-
formance, component failures are no longer exceptions. In
a petabyte-scale storage system with thousands of nodes
and a complicated interconnect structure, strong robustness
in network interconnections is highly desired but difficult to
achieve.

Failures, which appear in various modes, may have sev-
eral effects on a large-scale storage system. The first is con-
nectivity loss: requests or data packets from a server may
not be delivered to a specific storage device in the presence
of link or switch failures. The result is disastrous: many
1/0 requests will be blocked. Fortunately, today’s storage
systems include various levels of redundancy to tolerate
failures and ensure robust connectivity. The second effect
is bandwidth congestion caused by 1/O request detouring.

Workload analysis of a large Linux cluster with more than
800 dual processor nodes at Lawrence Livermore National
Laboratory [19] shows that I/O requests are very intensive
in supercomputing environments. They arrive on average
about every millisecond. The average size of a single 1/0
request can be as large as several megabytes. Suppose that
such a large system suffers a failure on a link or delivery
path on an 1/O stream. In this case, the stream has to find a
detour or come to a temporary standstill. The rerouting will
bring 1/0 delays and bandwidth congestion and might even
interrupt data transfer. The I/O patterns particular to su-
percomputing demand a network architecture that provides
ultra-fast bandwidth and strong robustness simultaneously.
The third effect is data loss caused by the failure of a stor-
age device. As disk capacity increases faster than device
bandwidth, the time to write and hence to restore a com-
plete disk grows longer and longer. At the same time, the
probability of single and multiple failure increases with the
number of devices in the storage system.

Current petabyte-scale storage system designs, such as
Lustre [3], rely on a high-speed storage area network to
provide required bandwidth, but do not address fault toler-
ance. Inspired by parallel computing architecture, recent
research [10] proposes using switch-attached storage de-
vices to create scalable and robust network interconnec-
tion and explores several potential topologies from butter-
fly networks to hypercubes. We focus on the failure impact
on network interconnection for systems built from various
topologies. We investigate the failure-resilient capacity and
compare the trade-offs among several network interconnec-
tion architectures for a petabyte-scale storage system. We
consider various degraded modes in which a certain num-
ber of links and (or) nodes fail and examine the impact of
these failures on such a system. By simulation, we observe
that a well-chosen network topology such as mesh and hy-
percube can still guarantee good network interconnection
under various failure modes. At the same time, neighbors
of the failed nodes and links suffer much more from band-
width congestion than average. Our results indicate that an
adaptive network routing protocol is needed for such a large



system in order to solve the hot-spot problems brought by
various failures in the system.

2. Redated Work

Designs for parallel file systems, such as Vesta [5] and
RAMA [13], were aimed at high performance computing,
but did not consider the large scale of today’s systems and
the impact of failures which comes along with such a scale.

Industry solutions, such as IBM TotalStorage Infras-
tructure [11], EMC SAN arrays using fibre channel
switches [12], and Network Appliance Fibre Channel SAN
storage solutions [16], can support up to tens of terabytes
data capacity. Our work is aimed for the design of petabyte-
scale storage systems that can provide non-stop data deliv-
ery in the presence of failures.

Hospodor and Miller [10] explored potential intercon-
nection architectures for petabyte-scale storage systems.
The main concern of their work is efficient network inter-
connection between storage nodes, routers, switches and
servers; however, they do not consider the consequences of
failures on the network.

One of the main approaches to achieve fault-tolerant
interconnection networks is adding redundant nodes and
links in arrays and meshes. Blake and Trivedi [2] analyzed
the reliability of multi-stage interconnection networks and
showed that adding intra-stage links is more beneficial than
adding an extra stage. Zhang [21] designed fault-tolerant
graphs with small degree for good scalability and small
number of spare nodes for low cost.

Resilient routing is crucial for interconnection network
reliability in the face of link outages. Vaidya et al. [18]
studied fault-tolerant routing algorithms in a multiproces-
sor system. Their focus was Duato’s routing algorithm—
Double East-Last West Last (DELWL) [8] in a 2D mesh
topology. The system they examined was on the order
of thirty to forty nodes; while our study is for much
larger scale storage networks—on the order of thousands
of nodes. In addition, we have switches and routers which
differ in functionality from storage nodes.

The MIT Resilient Overlay Networks (RON) architec-
ture [14] provides reactive routing to path failure detection
and recovery on large-scale, Internet-based distributed sys-
tems. It monitors the quality of paths by frequent probing
between nodes, and stores probe results in a performance
database. In principle, there is much less control on the
overall architecture of an Internet network such as RON
than our storage network. Also, we consider both node
failure and link failure while RON only focuses on path
failure.

3. Network Interconnection and Failure I m-
pacts

Modern supercomputing systems require a high band-
width storage network storing petabytes of data. Tradi-
tional storage architectures, such as RAID [4], Storage
Area Network (SAN) [17], and Network Attached Stor-
age (NAS) [9] cannot meet the needs for bandwidth and
scale of such a large storage system. Network topologies
for massively parallel computers are better suited to build
large storage networks [10], as they are capable of deliver-
ing high performance and dealing with very large scale.

3.1. System Overview

Our research targets for a storage system with multi-
petabytes of data. Such a system typically consists of
over 4,000 storage devices, thousands of connection nodes
(routers/switches/concentrators), and tens of thousands of
network links. There is a high reliability demand on our
system because data is difficult, perhaps even impossible
to regenerate, and may not be reproducible. To achieve
necessary failure tolerance, we store data redundantly. The
choice of redundancy mechanisms is decided by the desired
system cost, workload characteristics, and performance cri-
teria. For instance, if the storage cost is one of the main
concern and the system is primarily read-only, erasure cor-
recting coding would be a good redundancy scheme for the
system. When small writes appear frequently in the system
and high storage redundancy is affordable, pure replication
(mirroring) will fit the design. The data recovery process
differs with redundancy mechanisms. If we simply mir-
ror the data, then we just ask for the node(s) where the the
replica is stored. If erasure coding is configured for the
system, then the request is routed to a number of other stor-
age servers that collectively can rebuild missing data when
a storage device becomes inaccessible. We discuss trade-
offs among several data redundancy schemes and the use
of data declustering for expediting the data repair process
in our previous work [20].

3.2. Network I nterconnect Architectures

There are several potential strategies for interconnect ar-
chitectures, such as a simple hierarchical structure, butter-
fly networks, meshes, and hypercubes [1]. The analysis of
the total system cost and comparison of system bandwidth
under failure-free status of each strategy were discussed in
prior research [10]. Here we focus on the failure impact
under these topologies.

The simple tree-based hierarchical structure requires
large routers, which make the configuration very expen-
sive [10]. Also, it cannot provide sufficient fault tolerance





















